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TODAY’S PRESENTATION

• Types of fraud

• Preventing fraud

• Understanding IT risks
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TYPES OF GOVERNMENT FRAUD
Fraud:  Misappropriation of Assets and Misstating Financial Information

• Skimming
― Funds are diverted before they are ever recorded in the books.

• Purchase Card Abuse
― Use of organization-issued cards for personal use or misuse of credit card and 

identity information.

• Fictitious Vendors
― Perpetrators set up a company and submit fake/altered invoices for payments.

• Conflicts of Interest
― School Board or principals have financial interest from or with vendors.

• Payroll
― Fictitious employees, continued payment of terminated employees, fraudulent 

timekeeping.

• Theft of Assets
― Theft of school district property.
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DETECTING FRAUD

Association of 
Certified Fraud 
Examiners Report 
to the Nation –
2014
(Used with Permission)
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• Approximately 40% of fraud cases are due to a simple lack 
of internal controls.

• Following a fraud, approximately 80% of organizations 
modify internal controls.

• People 36 - 50 account for more than 60% of fraud 
perpetrators.

• Approximately 90% of perpetrators have been on the job at 
least one year. 50% have been for six or more years.

• More than 85% have never been charged/convicted of 
fraud.

• More than 82% have never been punished or terminated 
during their employment.

ACFE STATISTICS
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PREVENTING FRAUD

• Set clear standards of what is expected
– Need to set tone at the top (i.e. School Board, Administrators, 

Principals)
– Code of conduct

• Establish an anti-fraud program
– Whistle-blower policy
– Tip hotline (phone, email, text) and advertise it to employees, 

vendors, and the public
– Respond appropriately to any discovered fraud
– Educate all employees on program (increases perception of 

being caught)
– Ask questions
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PREVENTING FRAUD

• Educate Administrators and Management

– Basic fraud training 

• What is fraud?

• How can fraud be detected and prevented and what is your 
responsibility to do this?

• How to read and understand financial reports?

– How to identify risks and what to look for

• Know your employees

• Observe sudden and unusual lifestyle changes
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PREVENTING FRAUD

• Create an audit committee
– Should have finance and audit background
– Assesses high risk areas
– Provides independent look at processes

• Create formal purchasing (and purchasing card) policies
– Include reviews of transactions - who is reviewing the administrators’ 

charges?
– Require School Board approval for purchases over a certain threshold
– Restrict purchasing cards with spending limits and merchant 

accounting codes
– Require receipts as evidence of items purchased and amount of 

purchase
– Require shipping documents (proof of delivery) for all transactions and 

review document to see what location goods were delivered to
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PREVENTING FRAUD

• Rotation of duties for departments such as payroll, accounts 
payable, account receivable, purchasing
– Do all of your employees use vacation time?
– Are staffing levels sufficient?

• Online collections/payments
– Reduces fraud and risk of human error
– Provides efficiency with bookkeeping
– Need to have proper access controls in place
– Theft of cash likely small amount, but can add up when multiple 

people do it over a long length of time

• Use of internal/external auditors

– How many internal auditors do you have on staff?

– Perform surprise audits

– Monitoring plans – use of data extraction tools
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TESTS FOR INTERNAL/EXTERNAL AUDITORS

• Data extraction tests
– Matching vendor 

addresses with 
employee addresses

– Reviewing direct deposit 
information for multiple 
deposits into same bank 
account

– Review of night and 
weekend journal entries
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• Education Theft

– Residency fraud

• Fraudulent reporting of educational statistics 

– Test scores

– Learning gains

– Enrollment numbers

• Information Technology

– Theft of personal information – social security numbers, health 
information, credit card numbers

FRAUD:  NOT JUST A FINANCIAL CONCERN
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• Why its important to understand information technology 
general controls
– User access controls
– Availability
– Security

• Factors to consider when analyzing complexity/risks:
– Number of users
– Number of interfaces with other applications
– Length of time in service
– Physical location of programs and data
– Necessary to include in disaster plan

• Understanding service organizations

INFORMATION TECHNOLOGY
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SERVICE ORGANIZATIONS

• SOC reports

– SOC 1 report provides information on an organization’s 
processes and controls.  

– SOC 2 provides a description of the organization’s 
processes and controls and measures that description 
against the AICPA’s Trust Service Principals: Security, 
Availability, Processing Integrity, Confidentiality, Privacy.  

– Type 2 verifies that the controls functioned as described 
during a specified period.

– SOC 3 provides a limited view of the organization’s system 
and controls related to information technology and data 
security and, therefore, is suitable to be used in the service 
organization’s marketing and sales efforts
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READING A SOC REPORT

• 3 Parts

– Auditor’s report & management’s assertion

– Description of the organization’s processes and 
controls

– Auditor testing

• Subservice organizations

• User control considerations
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SOC REPORT EXAMPLE
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SOC REPORT EXAMPLE
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SOC REPORT EXAMPLE
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SOC 1 TYPE 2 REPORT EXAMPLE
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SOC 2 TYPE 2 REPORT EXAMPLE
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