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TODAY’S PRESENTATION

* Types of fraud
* Preventing fraud
* Understanding IT risks
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TYPES OF GOVERNMENT FRAUD

.. ]
Fraud: Misappropriation of Assets and Misstating Financial Information

Skimming
— Funds are diverted before they are ever recorded in the books.
* Purchase Card Abuse
— Use of organization-issued cards for personal use or misuse of credit card and
identity information.
* Fictitious Vendors
— Perpetrators set up a company and submit fake/altered invoices for payments.
e Conflicts of Interest
— School Board or principals have financial interest from or with vendors.
* Payroll
— Fictitious employees, continued payment of terminated employees, fraudulent
timekeeping.
* Theft of Assets
— Theft of school district property.
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DETECTING FRAUD

Figure 11: Initial Detection of Occupational Frauds
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DETECTING FRAUD

—

Figure 14: Impact of Hotlines
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DETECTING FRAUD

Figure 18: Type of Victim Organization — Median Loss
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ACFE STATISTICS

* Approximately 40% of fraud cases are due to a simple lack
of internal controls.

* Following a fraud, approximately 80% of organizations
modify internal controls.

* People 36 - 50 account for more than 60% of fraud
perpetrators.

* Approximately 90% of perpetrators have been on the job at
least one year. 50% have been for six or more years.

* More than 85% have never been charged/convicted of
fraud.

 More than 82% have never been punished or terminated
during their employment.
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PREVENTING FRAUD

e Set clear standards of what is expected

— Need to set tone at the top (i.e. School Board, Administrators,
Principals)

— Code of conduct

* Establish an anti-fraud program
— Whistle-blower policy

— Tip hotline (phone, email, text) and advertise it to employees,
vendors, and the public

— Respond appropriately to any discovered fraud

— Educate all employees on program (increases perception of
being caught)

— Ask questions
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PREVENTING FRAUD

* Educate Administrators and Management
— Basic fraud training
* What is fraud?

* How can fraud be detected and prevented and what is your
responsibility to do this?

 How to read and understand financial reports?
— How to identify risks and what to look for

* Know your employees

e Observe sudden and unusual lifestyle changes
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PREVENTING FRAUD

* Create an audit committee
— Should have finance and audit background
— Assesses high risk areas
— Provides independent look at processes

* Create formal purchasing (and purchasing card) policies

— Include reviews of transactions - who is reviewing the administrators’
charges?

— Require School Board approval for purchases over a certain threshold

— Restrict purchasing cards with spending limits and merchant
accounting codes

— Require receipts as evidence of items purchased and amount of
purchase

— Require shipping documents (proof of delivery) for all transactions and
review document to see what location goods were delivered to
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PREVENTING FRAUD
-

* Rotation of duties for departments such as payroll, accounts
payable, account receivable, purchasing
— Do all of your employees use vacation time?
— Are staffing levels sufficient?
e Online collections/payments
— Reduces fraud and risk of human error
— Provides efficiency with bookkeeping
— Need to have proper access controls in place

— Theft of cash likely small amount, but can add up when multiple
people do it over a long length of time

* Use of internal/external auditors
— How many internal auditors do you have on staff?
— Perform surprise audits

— Monitoring plans — use of data extraction tools
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TESTS FOR INTERNAL/EXTERNAL AUDITORS
R

e Data extraction tests

— Matching vendor
addresses with
employee addresses

— Reviewing direct deposit First Digit Test for Amount

information for multiple 035000
deposits into same bank 030000 +=
accou nt : 0.25000 -
= 0.20000 -
— Review of night and 2 0.15000 - s Proportion
weekend journal entries 010000 - fenford Proportion
0.05000 -
— Benford’s analysis 0.00000 -

1 2 3 45 6 7 8 9
Digit
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FRAUD: NOT JUST A FINANCIAL CONCERN
R

* Education Theft
— Residency fraud
* Fraudulent reporting of educational statistics
— Test scores
— Learning gains
— Enrollment numbers
* Information Technology

— Theft of personal information — social security numbers, health
information, credit card numbers
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INFORMATION TECHNOLOGY

 Why its important to understand information technology
general controls

— User access controls
— Availability
— Security
 Factors to consider when analyzing complexity/risks:
— Number of users
— Number of interfaces with other applications
— Length of time in service
— Physical location of programs and data
— Necessary to include in disaster plan

* Understanding service organizations
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SERVICE ORGANIZATIONS

* SOC reports

— SOC 1 report provides information on an organization’s
processes and controls.

— SOC 2 provides a description of the organization’s
processes and controls and measures that description
against the AICPA’s Trust Service Principals: Security,
Availability, Processing Integrity, Confidentiality, Privacy.

— Type 2 verifies that the controls functioned as described
during a specified period.

— SOC 3 provides a limited view of the organization’s system
and controls related to information technology and data
security and, therefore, is suitable to be used in the service
organization’s marketing and sales efforts
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READING A SOC REPORT

* 3 Parts
— Auditor’s report & management’s assertion

— Description of the organization’s processes and
controls

— Auditor testing
* Subservice organizations

 User control considerations
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SOC REPORT EXAMPLE
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SOC REPORT EXAMPLE

INDEPENDENT SERVICE AUDMORS' REPORT

To the Manzgement of ABC Company, Inc

Scope

We hmve exymined ABC Company, Inc.’s |“ABC”, or “the Company” | descrigtion of its information techralogy [IT]
and collection management systems for processing user enkities’ transsctions throughout the pericd Janusry 1, 2014
to December 34, 2014 [“desoiption™] and the suitability of the design and opemting effectiveness of controls to
mchieve the relsted controd objectives dtsted in the description. The desoription indicstes that certain control
objectives specfied in the description cn be achieved only if complementary user enkity control cont=mplated in
the design of the Company™s conkrols ane suitsoly designed and opersting effectively, along with relsted conkrols at
the Company. We have not evalusted the suitability of the design or opersting effectiveness of such comiplementany
user entity controls.

ABC uses a subservice orgenization for dabs center services. The description of the sysbem in Section |l of this report
indudss only the conirol objeckives and related controls of ABC snd ssdwdes the control objsciiees and relabed
monrbrois of the subsersios onganization. Dur examingtion did not sxtend to controls of the subserdos onmaRization.

ABC's Responsibilities

In Section il of this report, the Company provided an assertion about the fair presentation of the desoription and the
suitsbility of design snd cpErsting affectivensss of the controls ko adhisve the related control objectives Steted in the
desmription. The Company is responsiole for preparing the description and for the sssertion, including the
completeness, acouracy, and method of preseptation of the desoription and the assertion; providing the senices
ooered by the desription; specifying the control objectives and stating them in the desoription; identitying the: risks
that threaten the achisvemant of the control objectives; sslscting the oiteria; and designing, implemernting, and
documsnting controls to schisve the relsted control objectives statsd in the desoription.

Auditor's Responsibilities

Our responsibility is to express an opinion on the faimess of presentation of the description and on the suitability of
the design snd opeErating effectivenass of the controls to schisve the control objectives stated in the desorigtion,
based on our sxsmination. We conducted our exsmination in sooordance with stbestation standends established by
the American Institute of Certifisd Fublic Accountents. Those stsndards require that we pian and perform our
emmingtion to obbain reasonable assuranos sDOUt whether, in sl materisl respects, the descripton is iy
presanted and the oorbrods were suitably designed and opearating effectively to schieve the relsted oontrol objectiees
stated in the desoription throwgheout the perod from Januery 1, 2044 through December 31, 2014

An exsmination of & descriotion of & servicz crganiztion’s systems and the suitsbility of the design and opsrating
effectiveness of the senvioe onganization’s controls to achizye the related control objectives stated in the description
invohes performing proosdures o obtain evidence about the fairness of pressntstion of the desoription of the
sysbems and the sutability of the design and opersting efeciveness of thoss oontrols to schiewe the related control
objectives stated in the desoription.  Our procedures included assessing the risks that the desoription is ot Peirky
presented and that the controls wene not suitably desisned or operaking efMectively to achieve the relsted control
ohjectives stated in the description. Owr procedures abso included testing the opemating effectivensss of those
coavhrods that we consider neceszary to provide ressoranis ascursnos that the relstsd monbrol objectives steted in the

ABC Company, Inc. | S5AE 15 50C 1 Type 2 4
For the Period January 1, 2034 to Deczmber 31, 2014
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description were achieved.  An examination engagement of this type alo includes evaluating the owerall
presentation of the description and the suitadility of the control objectives stated therain, ond the sutability of the
riteria specified by the senvice coeganization and desoribed in management’s assertion in Section Il of this report. We
belizve that the svicenos we obtained iz sufficient and appropriate to provide & reasonable basis for our opinicon.

Inkerent Limitaticns

Bacamuse of their matune, coptrods 2t & Serice OgEnization may not prevent, or detect and ooerect, all &mors or
Dmissions ik processing or reporting transactions. Alo, the projection to the future of any svaluation of the fairmess
of the presentation of the descrigtion, or conclusions about the suitability of the design or operating =fectiveness of
the conbrods to achieve the relsted control objectives is suibject to the risk that controls at & service organization may
become inacequate or fail.
e

In g opinion, in all material respects, based on the oriteria desoibed in the Company's assertion in Ssction |1 of this
r=port,

B. The desoription fairly presents the [T snd collection management Systems that were designed and
implementsad throughowt the period Januery 1, 2044 to December 31, 2044

b. The conbrods related to the combrol objeckives stated in the desoription were suitably designed to
provide reasonabile assurance that the control objpectives would be achiswed if the ooebrols operabsd
effectinely throughout the pericd Janusry 1, 2014 to December 31, 2002,

€. The controls tested, wihich togethes with the complementany user entity controlks referred to in the
scope parsgraoh of this report, it operating effectively, were thote RecEssary to provide reasonabie
mssuranos that the controd objectives stated in the cescription were schieved, opemated sfectiely
throughout the period January 1, 2014 to December 31, 2044 .

Description of Tests of Controls
The specific controis tested snd the nature, timing, and results of those tests are listed in Ssction 111 of this report.
Restricted Lise

This report, inchading the desoription of tests of controls and results thereof in S=ction W, is intended solely Tor the
information ard wse of the Company, user entities of the Company's IT and millection management systems during
some or all of the pericd Jarusry 1, 2014 to December 31, 2014, and the indepencent suditors of such user eptities,
who have & suffident understanding to consider it, along with other informetion inchsding informetion sbout controls
implemented by user smbties themsshies, when assessing the risks of material misstatements of wser entities”
financial staterments. This report i not inkended to be and should Rot be wsed by anyors other than these specfied
parties.

Auditor
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SOC REPORT EXAMPLE

USER CONTROL CONSIDERATIONS

The Company's applications are designed with the assumption that certain controls would be implemented by user
organizations. In certain situations, the application of specific controls at the user organization is necessary to
achieve control objectives included in this report.

This section describes additional controls that should be in operation at user organizations to complement the
controls at the Company. User auditors should consider whether or not the following controls are implemented at
user organizations:

Controls to inform ABC of any regulatory issues that may affect the service provided by ABC.
Controls to timely notify ABC of any actual or suspected information security breaches, including
compromised user accounts.

# Controls to provide reasonable assurance that only authorized personnel are granted access to ABC
information assets.

+ Controls to notify ABC of changes in the authorized contact lists.
Controls to provide reasonable assurance that procedures are in place to reconcile placements of collections
sent to ABC with inventory listing received from ABC.

& Controls to govern the use of encryption.

The list of user organization control considerations presented above and those presented with certain specified
control objectives do not represent a comprehensive set of all the controls that should be employed by user
organizations. Other controls may be required at user organizations. Processing of transactions for customers by
ABC covers only a portion of the overall internal control structure of each customer. ABC's products and services
were not designed to be the only control component in the internal control environment. Additional control
procedures require implementation at the customer level. It is not feasible for all control objectives relating to the
processing of transactions to be fully achieved by ABC. Therefore, each customer’s system of internal controls must
be evaluated in conjunction with the internal control structure described in this report.

CARR, RIGGS & INGRAM, LLC
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SOC 1 TYPE 2 REPORT EXAMPLE

2.0 — Access

C02 — Controls provide reasonable assurance that occess to assets, resources, and applications is restricted to authorized personnel.

controls Spedfied by ACT

Testing Performed by Audior

Results of Tests

2015 Carr, Riggs & Ingram LLC - All rights reserved.

c2.1 Arcess to programs, data, and computer Inspected a sample of new hires' access to determine that access to No exceptions noted.
resources are restricted to appropriate, programs, data, and computer resources were authorized and restricted
authorized personnel. to appropriate personnel during the examination pericd.
c22 User access right reviews are performed no Inspected the user access rights review performed during the No exceptions noted.
less than annually to provide that examination period to determine that a user access rights review
unauthorized access to programs, data, and was performed to provide that unauthorized access to programs,
COMmpUter resgurces is restricted to data, and computer resources is restricted to appropriate,
appropriate, authorized personnel. authorized personnel.
c23 Authorization and creation of user accounts Inspected a sample of new hire accounts created during the No exceptions noted.
are performed by separate individuals. examination period and verified the authorization and creation of
user accounts were performed by separate individuals.
c2.4 Terminated employees’ access to programs, Inspected the status of a sample of employees terminated during No exceptions noted.
data, and computer resources are removed the examination period to determine that terminated employees”
timely upon their termination. access to programs, data, and computer resources were remaoved
timely upon their tarmination.
c25 Passwords conform to the following Inspected the network operating systermn configuration to Exceptions noted:
minimum reguirements as enforced by the determine that network passwords were reguired to conform to Ccompany policy
network operating system: the fellowing requirements: requires minimum
password age of 10
password history # Password history days, however the
Maximum age s Maximum age system was configured
*  Minimum length *+  Minimum length with no minimum
*  Complexity requirements + Complexity requirements password.
ABC Company, InC. | S5AE 16 50C 1 Type 2 24
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SOC 2 TYPE 2 REPORT EXAMPLE

SECURITY PRINCIPLE

1.0 — Policies

ABC defines and documents its policies for the security of its system.

Trust Services Criteria for the Security

Principle

Description of MSI's Controls

Test of Controls Performed

11

The Company’s security policies are
established and periedically reviewed and
approved by a designated individual or
Eraup.

ABC's Information Security Policy
addresses both physical and logical
security and is reviewed and approved at
least once each calendar year by the 5IT
Department.

Inspected the Information Security
Policy revision history to determine
that the policy was reviewad and
revized at least semi-annually.

No exceptions noted.

1z

The Company's security policies include, but

may not be limited to, the following matters:

a. Identifying and documenting the
security requiremeants of authorized
users.

ABC's Information Security Policy
addresses security requirements of
authorized users.

Inspected the Information Security
Policy to determine that it included
documentation on Identifying and
documenting the security
requirements of authorized users.

No exceptions noted.

b. Classifying data based on its criticality
and sensitivity and that classification is
used to define protection
requirements, access rights and access
restrictions, and retention and
destruction requirements.

ABC's Information Security Policy
addresses security requirements of
classifying data.

Inspected the Information Security
Policy to determine that the policy
addressed data classification.

No exceptions noted.
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